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Summary:

· Qualified information security / IT professional with over 11 + years of experience in Governance, Risk & Compliance, Vendor/Third Party Reviews, ISO 27001 Implementation, IT/IS/PCI-DSS/Visa/SOX Audits, IAM, BCP-DR, CRM, and Project Management
· Enriched business process experience of Banking, Financial, Telecom, IT Services, SaaS Operations, and Automotive/Manufacturing verticals
· Good at documenting Security Policies, Procedures, Guidelines, Technical Papers, Business Cases/ Proposals, RFP, SLA, and Training Programs 
· Excellent Interpersonal, Communications, and Team Leadership skills
· Self Starter, Analytical, Presenter, and a fantastic team player
Academics:

· MBA in Marketing from Bombay University, India -  May 1999
· BE in Mechanical Engineering from Bombay University, India – May 1992
Professional Certifications:

· Preparing for Project Management Professional (PMP), PMI, US

· Preparing for Certified In the Governance Of Enterprise IT (CGEIT), ISACA, US

· Certified Information Systems Security Professional (CISSP), ISC2, US

· Certified Information Systems Auditor (CISA), ISACA, US

· ISO /IEC 27001 Lead Implementer, British Standards Institute, UK

· BS 7799 Lead Auditor, British Standards Institute, UK

· E-commerce Professional, Clarient, India
Technical Skills: 

	Information Security -Management System
	· ISO 27001/2, ISO 17799 

· BS 7799 Part I&II, NIST 800

	Governance, Compliance & Risk Management
	· ISO 31000, RCSA / RMP
· SOX – COBIT – COSO – AML – GLBA 
· BASEL II – FACTA - FISMA
· SAS 70 (SSAE-16), PCI-DSS, Visa Std 2.0, Ofcom, Safe Harbor

· Archer, Process Unity, 
· EU Data Privacy/State Data Privacy Laws

	Business Continuity & Disaster Recovery
	· ISO 25000

· BCP, BIA, DR 

	Project Management
	· PMI Methodology (PMP foundation), 
· Management Development Center
· MS Project, MS Visio 

	IT Infrastructure Management / Network Security


	· ITIL, Data Center Design and Operations, ETOM
· Security Architecture, MPLS / VLANs, Firewalls, IDS, NIPS, HIPS, AV
· Change/Patch/Incidence Management, Security Monitoring Dashboard
· IAM , Access Control Framework and SAR’

	Data Management Tools/ Computer Applications
	· SAP, SharePoint, Wiki, Oracle, Internal Applications

· MS Office, MS Excel, MS Word, Windows


WORK EXPERIENCE 
RSA – The Security Division of EMC2: Bedford, MA



Dec’11 – Mar’12 


Senior Security Consultant –Risk & Compliance SaaS Operations
RSA provides 3D Secure, Knowledge Based Authentication (KBA), and Adaptive Authentication Hosted (AAH) as SaaS services to banks, financial institutes, and merchants for online banking, and e-Commerce.
RSA 3D Secure – Adaptive Authentication for e-Commerce is a leading product used by online merchants, banks and financial service providers. RSA has hosted 3D Secure Systems at NTT London and Madrid and TSYS, Columbus GA data centers. The 3D Secure provides additional authentication for online transactions and also its risk assessment tool investigates in real time the suspected / fraudulent transactions. The 3D Secure Environment consists of 3 Tier architecture, with remote access and customer access is getting terminated on load balancers running behind the Gateway Firewalls. The application and HSM server and Oracle DB server are further segregated by internal firewalls and access controls. A separate two factor authentication is required to access application and DB servers. The data is encrypted at rest in DB. The London and Madrid sites are hot standby and alternate as production and secondary sites.
My Key Responsibilities were,

PCI-DSS Compliance for 3D Secure Hosted Environment:

· Collaborated with Technical Operations Team and prepared a high level network diagram which clearly demonstrated segregation of 3D Secure Hosted Environment and Corporate Network /Other business applications
· Updated all relevant information security policies and procedures and mapped the policies to PCI DSS v 2.0 and ISO 27001

· Coordinated quarterly Infrastructure penetration tests and application vulnerability test with the respective team leads

· Reviewed the vulnerability scan reports and followed up for upgrading the internal controls

· Coordinated with hosted service providers and QSA for annual audit and facilitated the onsite audit program
· Reviewed the audit findings and prepared a report/ presentation for Director, Hosted Operations

· Lead the efforts to close the PCI audit findings by coordinating with SMEs from application development, technical operations, facilities, and network management

· Coordinated the dissemination of PCI-DSS audit information / findings to user organizations in a controlled fashion and need to know basis

· Provided qualified support by mapping effect of changes to PCI DSS requirements for 3D Secure Hosted and Remote Access Environment

Secure Room – PCI DSS Onsite Audit for Remote Access to Hosted Environment

· Prepared Security Manual for Remote Access Environment (for Secure Rooms in Bedford, MA and Herzliya, Israel) based on VISA standards

· Facilitated with Technical Operations, Remote User Group, Physical Security, Application Security, and DBAs for onsite audit schedule

· Coordinated with QSA and facilitated the onsite audit

· Prepared Secure Room System Improvement Plan and presented the same to Director, Hosted Operations

User Organization / Vendor Security Reviews: 
· Completed User Organization Security Assessment reviews covering the areas of Regulatory Compliance, Data Privacy, Information Security, Business Continuity, and Financial Risk
· Generated Assurance Reports for User Organizations onsite audits and review questionnaires
· Coordinated internal controls risk mitigations plans with Third Party Service providers, and Internal Risk, and Operations team
· Participated in Audit Closure meetings with user organizations
· Collaborated with Technical Operations, Facilities Management, Information Security Group, and HR to complete the BITS SIG v 3.1 questionnaire (based on FFIEC, FTC Red Flags, HIPAA, and ISO 27001 best practices) with an objective of streamlining the data flow, rationalization of responses, and making the review process modular and sustainable 
· Participated in Archer GRC solution and BITS SIG mapping program
· Coordinated Enterprise Supplier Risk Assessments. Reviewed the supplier responses, and ascertained the risk levels. Generated compliance reports.
· Completed risk convergence matrix from UO, and ES reviews, and prepared enhanced Internal Controls Framework
Third Party Contract Reviews: 

· Collaborated with Technical teams to analyze the requirements of User Organization contract terms and obligations. Mapped the requirements to the existing infrastructure, and provided informed opinion on modifying the terms, and conditions.
ISO 27001 Compliance Audit:

· Updated Organizational Information Security Policies/ Procedures, Statement of Applicability
· Coordinated with the Accreditation Auditors for audit schedule and onsite visit
· Prepared a roadmap for audit findings closure and to sustain the ISO certification program
RBS Citizens Financial Group: Cranston, RI




May’11 – Nov’11 


Senior Business & Risk Analyst – Governance, Risk & Compliance, S&R Americas
RBS Citizens is the 7th largest financial group in ranking. The third party assurance program caters to monitoring, and assuring data security, and compliance with government, regulatory, and/or contractual requirements. 
My key responsibilities were, 

Enterprise Supplier Classification:
· Analyzed the service provided by the vendor on the basis of, Type of Service or Product, Data Classification e.g. PII, NPPI, PHI or PIFI, Network/Access Mode, Physical Access to bank premises, and Offshore Model
· Analyzed the transacted data elements per following mandatory regulatory compliance frameworks, 
· PCI – DSS – for services based on cardholder data

· GLBA – for services based on loan, credit card, checking account etc

· FACTA – for services involving opening, closing, maintaining or servicing customer accounts

· HIPAA – for services involving protected health information

· SOX 404 – for services involving processing of general ledger data or monetary transactions

· State specific PII – for services involving name and SSN, Drivers License, Passport Number, Credit/ Debit Card Number etc. 
· Dodd-Frank Act  – for services involving trading and futures transactions

· Reviewed Vendor Classification Profiles (VCP) to accurately risk rate the vendor population

Annual vendor risk assessment review /audit – 

· Conducted vendor risk assessments covering the areas of Data Privacy, Information Security, Business Continuity and Financial Risk. Reviewed vendor responses to an Assessment Questionnaire, and supporting documentation provided as evidence. 

· Reviewed vendors to ensure regulatory requirements (GLBA, PCI, FACTA, SOX, HIPAA), and bank policies were met
· Generated Assurance Reports identifying findings, stating risks, and recommended remediation. Conducted calls with business lines, and their risk team to review the report.

· Updated Risk Register with Key Risk Indicators, participated in cross functional meetings, and contributed in defining the System Improvement Plans

· Key point of contact in Assurance for the business lines, and their Risk Team to answer questions, perform reviews when on-boarding new vendors, and manage reporting

· Collaborated with Privacy, Information Security, Business Continuity, and Risk Teams to re-engineer the questionnaire sent to third party / vendors

· Completed the data work flow diagrams for critical vendors

· Prepared framework to rate Advisory Service Providers, Stock Exchanges, and OEM Suppliers in a special category
· Participated in implementation of Process Unity for improving the Third Party Assessment documentation system
Ciena Corporation: Linthicum Heights, MD




Aug’10 – Apr’11 


Senior Security Project Manager – Infrastructure Integration and Security Governance
Ciena acquired Nortel’s Metro Ethernet Network (MEN) business. The Infrastructure Systems Integration Program was initiated to onboard more than 2000 MEN employees at 30 different locations with Network & System Integration.
My key responsibilities were,
· Security Infrastructure Integration Program – Conducted business requirement analysis, and prepared project scope, project plan, resource plan, roles, and responsibilities, capital budget ($ 2 m) and materials procurement schedule

· Coordinated with Technical Teams/SMEs, and prepared a High Level Security Infrastructure Architecture. Facilitated efforts in identifying key risk indicators, and prepared back up / roll back plan (Plan B). 
· Coordinated logistics, shipping, import-export licensing and rollout activities for deploying Internet / internal firewalls, SSL VPN, wireless, IDS/IPS, unified access control, enterprise AV / spam, emails spam, end point encryption, PKI certificates, Citrix for business partners, data loss prevention tools, monitoring and log recording tools.
· Coordinated the simultaneous infrastructure rollout at 30 different locations across NAM, EMEA, APAC, and CALA. Prepared project communications plan, emergency response plan, and logistics.

· Continuously monitored the project progress, milestone achievements, and recorded course correction/deviations. Coordinated project progress with Network, Desktop & Storage, and Applications Development PMs. Participated in weekly PMO progress review calls. Exchanged expectations, and highlighted key risk indicators. Prepared monthly project review cards, and provided key inputs to Project Director, and Business Management.
· Participated in file encryption project initiated by HR for HIPAA compliance, rogue devices identification project initiated by Network Team, and also coordinated with Network & Business Teams for Security Groups initiatives like implementation of log analyzers, and data loss prevention tools.

· Security Command Center – Prepared framework for effective monitoring, analysis and real time reporting of key risk indicators, regulatory compliance, security incidence, change management and continuous improvement through customized dashboard.
· Business Continuity / Disaster Recovery – Reviewed existing BCP-DR plan and data back up procedures. Studied the business impact of expansion and provided inputs for BCP-DR plan upgradation.
Etisalat DB: Mumbai, India

 




Apr’09 – Jul’10 


Senior Security Project Manager – Security Governance and Infrastructure
This Green Field project was initiated to implement Telecom Services. The part of this was Security Infrastructure Implementation for Corporate Center, Data Center, and Disaster Recovery Site.

My key responsibilities were,

· End to end security rollout for new data center and DR site – Collaborated with Subject Matter Experts (SMEs), and gathered requirements, and completed security architecture 
· Prepared project plan, Bill of Material, and RFPs
· Completed the project manpower and skills matrix, prepared roles, and responsibilities for team members, prepared handbook for on-boarding new resources including mandatory corporate, and client end work culture, communications, and technical training
· Prepared guidelines for security product mix for firewalls, IPS/IDS, proxy servers, anti virus, anti spam and web filter. Lead team of system analysts for successful rollout and testing.
· Reviewed standard operating procedures and coordinated the handover to managed security services group
· Continuously monitored the budget expenditure, team performance, completed team appraisals, recommended team awards. Participated in monthly review calls with client, and presented progress card, and voiced concerns. 
· Prepared IT disaster recovery plan, defined work flows, responsibility matrix, recovery team formation, data back up procedures and retrieval of services from DR site. Communicated the DR plan to key stake holders.
· Security Governance and Auditing : Lead the process of internal audit of data centers, disaster recovery site, regional offices and corporate center 

· Prepared audit plan and checklists to inspect internal controls, network security, physical security access control with emphasis on segregation of duties and need to know principles
· Prepared detailed audit report, with analysis and mitigation strategies for deficiency closure, and participated in formulating Risk Treatment Plan
· Facilitated the implementation of Single Sign On 
British Telecom: London, UK

  




Jan’08 – Mar’09 

Senior Security Consultant – Security Governance & Compliance for Service Fulfillment and Workflow (SFW)

BT’s SFW processes customer requirements, checking the inventory, allocation of resources, installation and commissioning of services. The objective of the Governance & Compliance Program was to support 100+ platforms and streamline risk, and assurance practices. 
My key responsibilities were:
· Conducted business impact analysis for critical systems / platforms, and effect of failure on upstream / downstream systems. Completed analysis for backup and disaster recovery solutions.

· Collaborated with business owners, and assisted in completing the SOX documentation, and reporting
· Completed Enterprise Supplier Operations Risk Assessment. Conducted the business impact of streamlining the supplier / vendor access. Updated the Supplier / Vendor access management policy, and procedures.  
· Reviewed security policies, procedures, standard operating procedures, patch management policy, OS hardening policy etc, and participated in Security Systems Incident Response Team meetings

· Developed Security Progress Monitoring Dashboard
· Conducted weekly cross functional review meetings, and updated Dashboard
· Project Management – Prepared project plan, schedule, quarterly targets, and change control, participated in project review meetings with project sponsor, and platform director, completed project health monitoring reports.
British Telecom: Ipswich, UK  






Oct’05 – Dec’07 

Security Project Manager – Retail Technology Security Program
BT Retail provides PSTN, broadband and BT vision services to consumers, and end business users. The objective of the Retail Technology Security Program was to create Information Security Assurance Practice for business lines, and outsourced services.

My key responsibilities were, 

· Identified business requirements, and prepared Security Systems Improvement Road Map

· Lead efforts to formulate 4 different project teams for Security Documentation Rationalization, Business Impact & Risk Analysis, Vulnerability Management, and Third Party Audits
· Developed business / information work flow diagrams, and telecom applications map (TAM) 
· Reviewed policies, implementation matrices and high level design documents
· Key point of Contact for Third Party Security Audits, prepared audit charters, schedules, audit checklists, report formats, and lead the field work in India, and UK. Conducted IT general controls audit including, physical security, data center, IT applications and database (Oracle/SQL) access control, network systems and OS (Windows) hardening and patch management, change management, and data security.
· Prepared audit reports, mitigation strategies, and participated in progress review calls with vendors
· Reviewed SOX compliance questionnaire, and assisted business owners to identify internal controls mitigation plan
· Conducted business impact reviews for 32 systems under RTSP and defined RTO, and RTP for each system, coordinated with OneIT team for review and implementation of back up, defined critical business roles and assisted HR in defining back up plans, coordinated with regional DR cells and conducted meetings and training programs
· Project Management – prepared the project charter, the onsite and offsite team composition, and supervised both the teams from onsite. Completed project health monitoring reports, project skill requirement matrices, actively purse internal / external recruitments, portfolio management / account management for few others offshoot projects under RTSP and participated in project evaluation meetings / all hands meeting at BT Corporate Center.
National Securities Depository Limited: Mumbai, India



Jan’05 – Sep’05 
Project Manager – ISO 17799 / BS 7799 Certification for National Securities Depository Limited
The National Securities Depository Limited (NSDL) provides dematerialization services for the securities traded in the Indian Capital Market. The consulting assignment was carried out to enable NSDL achieve ISO 17799 certification. My key responsibilities were:
· ISMS Implementation – studied requirements and conducted gap analysis, defined project scope, selected the applicable controls and prepared statement of applicability (SOA)
· Prepared Information Security Risk Assessment and Mitigation Framework Policy
· Lead the efforts for ISO documentation including ISMS Framework, Security Policies, and Procedures

· Assisted ISMS Implementation Team to track, and monitor the Implementation Program

· Conducted internal audit,  and tested the readiness across the organization including corporate, marketing, finance, accounting, HR, planning, and IT departments for certification audit
· Prepared Gap Analysis Report, and assisted in preparing the System Improvement Plan
· Participated in BCP DR plan strategic walk through, and analyzed data, observed the change over of operations to disaster recovery site during scheduled bloc, and summed up the drill output 
· Coordinated Certification Audit and assisted in Audit Findings Closure documentation

· Project Management – conducted stake holders meeting and appraised them about project progress, managed resource allocation, monthly invoicing and project cost monitoring, followed the change management process for project scope escalations

Mahindra & Mahindra: Mumbai, India 





Nov’98 – Sep’04 
Information Security Manager – BS 7799 Certification Program
Mahindra & Mahindra Ltd. is India's leading automobile manufacturer. The BS 7799 Implementation Program was designed to address data security, and data loss prevention requirements of Research & Development (R&D), Corporate Strategy and Marketing.
My key responsibilities were:

· BS 7799 - Identified the business requirements, and prepared a business case for $ 0.5 million budget
· Defined the project scope, quick wins and identified the Information Security Team members  
· Determined threat model, threat matrix, vulnerabilities, risks & alternative remediation controls for comprehensive risk assessment. Reviewed security documentation including policies, procedures and guidelines and analyzed the legal, regulatory and contractual requirements.
· Facilitated security systems integration and acquisition of software and hardware as part of risk treatment plan, coordinated implementation of firewalls, IDS, AV, web scanners and smart cards system
· Prepared road map for putting in place role based access control system to achieve segregation of duties and least privilege concepts. Defined process of change and patch management.
· Coordinated Computer Security Incident Response Team(CSIRT) ,defined internal score cards and conducted  divisional BS 7799 Council meetings
· Prepared business continuity plan taking into consideration risk environment for operations, human resources,  and supply chain management
· With the help of SMEs prepared the resilient network architecture to avoid any single point of failure. Prepared guidelines for SAP and Corporate data back up to disaster recovery site 
· Defined framework for testing BCP DR plan and roles and responsibilities for BCPDR council members
· Lead the process of internal audits across 8 manufacturing plants, 30 marketing offices, R&D center, corporate center and conducted Information Security Awareness Trainings

· Coordinated for audit findings closure, and participated in Certification Audit as Management Representative
· New Data Center – Design, and Implementation – Analyzed the business requirements, technical analysis of available solutions, consulted the subject matter experts and prepared broad outline for data center design. Prepared RFP document, selected vendors and completed tendering processes / contracts. Prepared project plan for migration of servers / hardware and data from old site to new site.
· SAP benefit estimation project –  a model to quantify the benefits out of SAP implementation was worked out, data was collected, analyzed and benefits were quantified accordingly
· E-commerce – Completed functional requirements analysis for SAP SRM and Dealers portals, Participated in selection of ISP and coordinated IT Infrastructure rollout at ISP data center
Reference: Available on request
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