David Henkel
SUMMARY
· Subject matter expert level of knowledge in developing, implementing, and maintaining  strategic, technical, and operational security plans, diverse security architectures, risk management strategies, and security programs.
EDUCATION / CERTIFICATIONS

Masters of Science Systems Management  University of Southern California 
 Dec 1994

Bachelor of Science Computer Science
          Chapman University                        Sept 1992                                                              
Certified Information Systems Security Professional (CISSP) 30519                        April 2002
Certifed Ethical Hacker






               Mar 2011 
Security+ Accreditation Course:  Network Security Fundamentals                            May 2007

Interconnecting Cisco Network Devices  




               July 2001


Fundamentals of UNIX

   



            
               May 1998            

PROFESSIONAL EXPERIENCE
Project Manager 






    May 06, 2009 - Present

Rockwell Collins, Inc.                                                                                                                 Richardson,Texas                                         
· Manage a Secure wireless development and accreditation project from both a Project Manager (PM) and Information Assurance Architect perspective. VPN , IPSEC, SSL
· Information Assurance Engineer on Hardened Proxy system , VMWARE, PKI, SQL

· Perform vulnerability assessments and application security using Security Readiness Review (SRR) scripts,  Nessus , DISA Gold Disk, Retina, BackTrack 5.

· Conduct security audits, and mitigate security risks
System Security Lead

       




                    Jan 2009 – April 2009    TekSystems                                                                                                               
       San Diego,Ca
· Developed Certification Test Procedures, Incident Report Planning and Procedures, Maintenance Planning and Procedures, Risk Assessments, Data Flows, Security Procedures, Contingency Plans, Configuration Management Plans, Security Requirements Traceability Matrices and Security Test and Evaluation Plans.

· Performed extensive vulnerability scans and penetration tests against every system to ensure FISMA compliancy.

· Worked with systems administrators to ensure new hardware that was placed on the RDT&E network was thoroughly scanned for vulnerabilities.

· Large Main Frame and distributed systems

· Implemented new intrusion detection systems and rules in order to mitigate future risks to the RDT&E network.

· Investigated, quarantined and resolved intrusions detected on the RDT&E network.

· Tools : Arcview , Wireshark, Nessus

Information Assurance Engineer 



                                 Sept 2007 – Dec 2008    
Viasat                                                                                                       
            
                    San Diego,Ca
· Developed Certification Test Procedures, Incident Report Planning and Procedures, Maintenance Planning and Procedures, Risk Assessments, Data Flows, Security Procedures, Contingency Plans, Configuration Management Plans, Security Requirements Traceability Matrices and Security Test and Evaluation Plans.

· Performed extensive vulnerability scans and penetration tests against every system to ensure FISMA compliancy.

· Worked with systems administrators to ensure new hardware that was placed on the RDT&E network was thoroughly scanned for vulnerabilities.

Information Assurance Engineer                   
     
                                  Sept 2002 – Sept 2007 Northrop Grumman        
          






San Diego,Ca
· Systems Security engineer directing teams and providing support for Security Architecture and system 

· Lead certification team.
· Proposal support for security issues

· Led a team of Digital Engineers on a Secure Wireless network development.
· Developed System Security Agreement with customer and certification agency

· Developed disaster recovery plan and vulnerability analysis

· Supervised the design of a small form factor secure communication device for the field soldier.
Information Assurance Engineer

          
     
                          Sept 1995 – Sept 2002        Motorola/General Dynamics          






   Scottsdale,Az           
· Provide leadership and expertise in applying systematic processes to Concept of Operation, system architecture development, trade study, and analysis, design, implementation, integration and test activities. Led a team of Design Engineers on a Secure Database and query development.
· Managed multiple C++ Object Oriented application development projects Headed a Client Server development using an ORB, OO to RDMS layer and mainframe communication using Wrappers as Daemons Guided integration effort of 12 application projects. Redesigned legacy software Researched and upgraded Network hardware and software. Analyzed and designed a Common Class Library for accesses to a Common RDMS Interviewed and staffed for numerous projects. Presented product demonstrations for Marketing support and Delta Board. C++,Java 

Software Engineer 

Computer Sciences Corp                                                                                       3/1985-8/1995   

· Headed Object Oriented and Structured Software Development projects.  Supported SEPG process planned and coordinated process improvement for software development and implementation.  

· Prepared Project Proposals Developed and Implemented Project Statement of Work, Project Plans, Timelines, and Budgets Instituted Quality assurance processes to support design, development and testing of software Improved Hardware design of a RF system.
·  Led CMM continuous improvement projects to define processes for employee assessment, recognition, and Project tracking Headed and completed Global Positioning System Integration testing. Fortran,C,C++

