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LARRY D. DENNIS, CISSP, CRISC, ITILv 3
TOP Secret Clearance SSBI 24 May 2010
918 Lee Shore Court
Chesapeake, VA 23320

757-450-9494
PROFESSIONAL SUMMARY:

I am a Certified Information System Security Professional (CISSP) & Certified in Risk Information Systems Controls (CRISC) senior manager with 20 plus years of information security management experience with defining and developing IT Security policies and procedures in accordance with best practices, performing IT Security Risk Management, developing paths to Regulatory Compliance and leading IT security technology implementation in accordance with SDLC processes. I have a thorough knowledge of data protection regulatory requirements for Federal, DOD and industry to include; Gramm, Leach, Bliley (GLBA), the Health Insurance Portability and Accountability Act (HIPAA)( HITECH), Defense Information Assurance Certification Accreditation Process (DIACAP),  Federal Information Security Management Act (FISMA), OMB circular A-130, NIST, COBIT, SOX section 404, ITILv3 just to  name a few. 
EMPLOYMENT HISTORY: 

SimIS, Inc., Portsmouth, VA, Director of Information Security Programs Sep 2009 – Current 

SimIS, Inc is an Information Technology services corporation focused on developing innovative approaches and solutions in two of the fastest growing Information Technology (IT) sectors - Modeling and Simulation and Information Security for DOD, federal government and commercial customers.

I currently serve as the Information Security Officer and Manager of the Information Security Service Delivery for our federal and industry customers that include:

· Provides oversight of Junior IT Security engineers ensuring that the federal Information Security Programs are developed and implemented in a concise manner as required by  the pertain Information Technology security governance & regulatory compliance mandate.

· Provides leadership to various federal agencies IT units, governance groups, and stakeholders on the development, implementation and maintenance of risk-based, cost-effective information security policies, procedures, and control techniques to address all applicable requirements throughout the life cycle of each information system to ensure compliance with applicable requirements, including state and federal regulations and standards.

· Oversees the dissemination of the IT Security policies and procedures across various federal agencies and conducts periodic reviews of those security policies to determine whether they are consistent with current laws, best practices, and the respective agency needs and requirements.

· Provides guidance and advocacy across various federal agencies regarding the selection and prioritization of infrastructure and other investments that impact information security posture.

· Ensure that project leads Identify critical information security needs, perform resource planning, prioritize, request allocations, and manage to budget.

· Develop and implemented various federal agencies Risk Management Programs targeting both Operational Risk and Information Technology Risk

· Oversees the respective agencies Computer Incident Response Teams in recommending and implement methods for vulnerability detection and remediation that balances the value of information and other assets against the magnitude of risk.  

· Provides leadership and oversight in establishing and maintaining processes for planning, implementing, evaluating, and documenting remedial actions in addressing any deficiencies in the information security policies, procedures, and practices across the respective agency. 

TowneBank, Suffolk, Senior Vice President & Chief Information Security Officer, Oct 2006 – September 2009

TowneBank is a community bank based in Hampton Roads, VA with total assets over 3.5 billion dollars. I served as a Senior Vice President and Chief Information Security Officer charged with executive oversight and strategically leading the bank’s Information Security Program to include:

Information Security Management

· Managed the dissemination of the bank’s Information Security policies and procedures across the enterprise and conducted periodic reviews of Information Security policies to determine whether they are consistent with current law, best practices and proper align to meet the business objective.

· Liaison between the lines of business and Information Technology department, Regulatory Compliance, Internal Audit, and stakeholders on the development, implementation and maintenance of risk-based, cost-effective information security policies, procedures, and control techniques to address all applicable requirements throughout the life cycle of each information system to ensure compliance with applicable state and federal regulations and standards.

· Ensured that corporate compliance was achieved the existing information security requirements by conducting internal assessments.

· Act as ombudsman for disputes, requests for exceptions, and complaints regarding information security policies, procedures, and related issues.

· Developed an information security training and awareness program for employees, new hires, consultants and anyone who would need access to the enterprise.

Information Security Technology Implementation

· Provided the Information Security direction and oversight for all IT-related systems and projects, from acquisition through implementation to include evaluating current and future business requirements, system capabilities, cost and implementations option for justifying the allocations of resources and alternatives. 
· Was responsible for identifying critical information security needs, resource planning, prioritize, request allocations, and the management of IT Security budget. 
· Provided strategic direction and advocacy regarding the selection and prioritization of infrastructure and other investments that impacted the security posture of the bank.
Information Technology Risk Management

· Developed and implement the bank’s Operational and IT Risk Management program ensuring compliance with corporate security policies as well as regulatory compliance by establishing and maintaining a process for planning, implementing, evaluating, and documenting remedial action to address any deficiencies in the information security policies, procedures, and practices of the bank.

· Performed information security assessments of the bank’s third-party and outsourcing contracts ensuring information security is adequately addressed in the business associate and other third party agreements.

· Developed the bank’s IT contingency plans and procedures to provide the continuity of operations for information systems that support the operations and assets of the enterprise in the event IT systems are unavailable or destroyed.

· Provided leadership and oversight of the Computer Incident Response Team for the escalation of events of interest and anomalies ensuring the proper mitigation and eradication of any risks to the enterprise

General Dynamics, Chesapeake, VA, Information Assurance Test Director, Oct 2004 – Oct 2006

I served as the Information Assurance Test Director for Commander Operational Test and Evaluation Force (COMPTEVFOR) which is the test authority for U.S. Navy acquisitions procurement in support of the war fighters.  During this assignment my main responsibility was that of IT Risk Management and DOD Information Assurance compliance (DIACAP) which included the following:

Information Security Risk Management

· Conducted the onsite operational information assurance security test and evaluation (STE) of the Anti terrorism Force Protection Prototype Projects (AFTP) by ensuring the measure of effectiveness of IA controls and risk mitigation was acceptable by conducting an independent validation and verification of the IA controls ability to detect, protect and restore the system in an operational environment.

· Conducted the STE utilizing automated DOD IA tools to discover any weakness during the security test and evaluation of the system infrastructure during operational test.

· Provided an STE Report of findings to the Operation Test Authority for consideration when determining if a program should be acquired by the U.S. Navy.

 Bon Secours Health System (BSHS), Information Security Manager, Oct 2003- Oct 2004

Bon Secours Health System (BSHS) is a catholic healthcare system located in Hampton Roads, VA that includes 3 hospitals and number of independent healthcare facilities. I was the Information Security Manager responsible for the enterprise security program which included the following: 

Information Security Management

· Development of an enterprise wide Information Security Program that included  the development and dissemination of the health system’s Information Security policies and procedures across the enterprise and conducted periodic reviews of Information Security policies to determine whether they were consistent with current law, best practices and proper aligned to meet the business objectives.

· Act as an ombudsman for disputes, requests for exceptions, and complaints regarding information security policies, procedures, and related issues.

· Developed a information security training and awareness program for employees, new hires, consultants and anyone who would need access to the enterprise

· Ensured corporate compliance with existing information security requirements by conducting internal security assessments

Information Security Technology Management

· Provide information security direction and oversight for all IT-related systems and projects bridging the gap between the clinical staff and the technology department.

· Responsible for identifying critical information security needs, perform resource planning, prioritize, request allocations, and managing the capital expenditures for the health system.

· Developed business cases to justify allocations of resources an advised on alternative approaches to accomplished the business objectives. 
Information Security Risk Management

· Developed and implement an ongoing risk management program for the health systems targeting information security compliance mandates such as HIPAA Compliance, JACHO Compliance and risk remediation. 

· Performed information security assessments of all third-party and outsourcing contracts.

· Ensured information security is adequately addressed in business associate and other third party agreements
· Coordinated with affected departments in the investigation and resolution of information security problems. 

· Developed and maintain the health system contingency plans and procedures to provide the continuity of operations for information systems that support the operations and assets of the enterprise in the event IT systems are unavailable or destroyed

National Aeronautical and Space Administration (NASA), (Langley Research Center LaRC), IT Security Manager Aug 2001 – Oct 2003

In this role I provide NASA LaRC Office of the Chief Information Officer IT Security management best practices and defense in depth strategy while complying with the Computer Security Act of 2000 that was superseded by the Federal Information Security Management Act (FISMA) of 2002.  I was also the senior technical team lead for IT security project implementations, service restoration, and product analysis and cost justification for the Langley Research Center IT Infrastructure by enacting the following measures:

· Developing Systems Security Plans for the many systems and sub-system at the center

· Ensured that the Outsourcing Desktops Initiative for NASA (ODIN) programs operates within the specifications of NASA IT security regulations NASA Policy and Guidelines 2810.1

· Developed and Implemented specific network policies and procedures for Langley Research

· Center in accordance with security best practices and the agency regulations.

· Implemented a patch management solution to automate the patching and hot fixes of desktops, servers and applications reducing known vulnerabilities from an estimated 5500 being report to the CIO office to nearly 100 and also provided mitigation for the remainder vulnerabilities.

· Provided initial investigations into IDS monitoring for anomalies and real security breaches

· Conduct IT security audits to ensure compliance with security policies, procedures and best practices

· Conducted security testing and evaluation of future technologies that may be used in future 

· deployments on the Langley NASA network

· Coordinated IT security training for all Langley’s contractor and civil servant employees.

Professional Software, INC, Sr. Security System Engineer, U.S. Joint Forces Command   OCT 2000 – Aug. 2001

· I was the technical liaison between USJFCOM Network Engineers and Information Systems Security staff and provided analysis of networked systems to determine the best defensive configuration possible for increased detection and reduction of cyber attacks ensuring multilevel security compliance (C2) throughout the command classified and unclassified networks.

· Interpreted and track all system security vulnerabilities and provide network engineers and administrators with the needed correction recommendations.

· Evaluated proposed hardware and software changes and recommend ways to mitigate the risks prior to implementation.

· Provided guidance on Information Assurance (IA) policies and procedures, including the certification and accreditation of information systems.  Develop documentation in support of the DoD Information Technology Security Certification and Accreditation Process (DITSCAP).  

· Provide technical support for security incident response and investigations.  Coordinate and track changes in the Information Condition (INFOCON) levels.  
Amerigroup Corporation, Network Security Analyst Oct 1999- Sep 2000

· Provided overall security strategy for company information systems.

· I established policies and procedures governing LAN access and restriction. Developed a detailed disaster plan for Backups and Recovery of data ensuring optimization of system availability using VERITAS Software.  Configured Firewall strategy using Guardian software and Kane Security products to protect infrastructure of network from intrusion.  

· Implemented and managed a Proxy server for Internet access to monitor and optimize Internet usage.  Managed all users Ids for Internet and network access from hire date to termination date

United States Navy, Information Systems Technician, July 1988 – Oct 1999

· I administered troubleshot and optimized day-to-day activities on an enterprise level secure network with 1500 Windows NT workstations, Windows 3.x clients and 3 Windows NT 4.0 Servers.

· Served as a lead network administrator while assigned to C4I for network upgrade of NT 3.51 to NT 4.0 during installation of JMCIS (Joint Maritime Communication and Information Systems) project to connect ship-to-ship networks via SIPRNET.  

· Managed a help desk for 3000 users and implemented a Life Cycle management program.  Database administrator for a Hewlett Packard HP9000 series mainframe that provided fiscal automation for the command budget.  

· Performed software patches, upgrades, ran batch jobs, scripts and backups and recovery of data on HP-Unix operating system. I have vast knowledge of HP-UX with 7 years of hands on experience.

ACCOMPLISHMENTS & EDUCATION:

· Certified Information System Security Professional (CISSP) 
· Certified in Risk Information Systems Controls (CRISC)
· DOD Information System Security Manager Designation U.S. Navy

· Project Management Professional (PMP) Training
· ITILv3 Foundation
· National Security Agency, Information Assessment Methodology Certification June 2003

· Windows 2000 Microsoft Certified Systems Engineer (MCSE) July 2001

· Honorable Discharge U.S. Navy

· SANS Level-1 Global Information Assurance Security Certificate, SANS Institute, 

· Norfolk, VA, Jul 2001

· NASA Information Technology Security Risk Management for Manager’s Certification

· NASA Information Technology Security for Managers Certification

· U.S. Navy Information System Administration Certification
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